HNHTepHeT - MHCTPYMEHT BOBJIEYEHHUsI B HAPKOOU3HeC

OO6ctanoBka B cdepe MNPOTUBOAEHCTBUS HE3aKOHHOMY O00OpOTY HApKOTHYECKUX CpPEICTB U
NICUXOTPOIHBIX BEIIeCTB Ha Tepputopun Pecnybnuku bemapych B Hacrosiiee BpeMsi BO MHOTOM CBs3aHa C
UCIIOJIb30BaHuEM r100anbHON ceT HTepHeT B kKauecTBe Crelu(puIecKoro KaHaia HapKOTOPTOBIIH.

OcoOyro OmacHOCTh MpPEACTaBIseT TOT (AKT, YTO BO3MOXKHOCTH AHOHHMMHOTO MPHUOOpPETCHUS
MICUXO0AKTUBHBIX BEIIECTB C UCIOJIb30BAHUEM TE€IEKOMMYHHUKAIIMOHHBIX YCTPONUCTB B CETU JOCTYIHBI HIMPOKOM
Macce HaceneHus. [IpudrHBI MOBBIIIEHHOTO MHTEpECca HAPKOMPECTYMHOCTU K KubepmpocTpaHcTBy MHTEpHETA
BIIOJIHE TIOHATHBI: B 3TOH Cpele eCTh O0COObIe YCIOBHS HE TOJBKO JJIsi oOecreueHuss KOHCIHPATUBHON
KOMMYHHUKAIIMM TOCTABUIMKOB W TOTpeOHTENed HAPKOTHKOB, HO W I CHCTEMaTHYECKOTO DPEIICHUs HWHBIX
MaclITaOHBIX KPUMHUHAIBHBIX 3a/1au, TAaKUX, HapUMeEpP, KaKk KOOPAUHALHUS EeSITEIbHOCTH TPaHCHAIIMOHATIbHBIX
MPECTYNHBIX POPMHUPOBAHUHN U peanu3anus 3HPEeKTUBHBIX CXEM «OTMBIBAHUS JICHETY.

upokre BO3MOXKHOCTH AHOHUMHOI'O MPUOOPETEHUS ICHUXOAKTHBHBIX BEIIECTB C HCIOJIb30BaHUEM
TEJICKOMMYHHUKAIIMOHHBIX YCTPOMCTB B CETH, a TAKKE Y4acTHs B CObITE HAPKOTUKOB MPHUBIICKAIOT B TOM YHCIIE
JeTEe U MOAPOCTKOB.

B nactosimee BpeMsi cTaHAApTHBIE IPHEMBbl MPOPUIAKTUKHA CTAHOBATCS Manod()PeKTUBHBIMHU, T.K. MBI
HMMEEM JIeJI0 CO CBOCOOPa3HON MOJIOJEHKHOM CYOKYIbTYpOM, TECHO CBSI3aHHON C BUPTYalbHBIM MPOCTPAHCTBOM
U TUCTAHIIMOHHBIM oO1IeHneM. JlesTeTbHOCTh U Pa3BUTHE TAKOTO UHTEPHET-COOOIIECTBA CO BPEMEHEM CO3/al0
OJIaronpusiTHBIC YCIOBUS NI 3apOXKIACHUS HEKOW CeTeBOM cpenbl, Irle MHIUBHABI MOTYT OOIIaThCs, BECTU
OTIPEICIICHHYI0 TPYAOBYIO JesATEIbHOCTh, MNpUOOpeTaTh M NPOJaBaTh TOBApbl M YCIyrd, oOydaThes,
[10JIb30BaThCS pa3BIEKATEIbHBIMU CEPBUCAMM.

OTUM OOCTOATENHCTBOM M IOJB3YIOTCS XO035i€Ba HWHTEPHET-MAara3MHOB II0 TMPOAAKE HAPKOTUUECKUX
CPEACTB U MCUXOTPOIHBIX BEIIECTB, HAOMPAast HOBBIX 3aKJIAJTUMKOB U KypbEPOB M3 UM CJIa HECOBEPIICHHOJIETHHUX.
OHU He TONBKO MpeJIararoT ¢ BUAY XOPOILO OIJIayuBaeMyro paboTy, He TPeOYOIIyl0 00NbINX (HU3NYECKUX U
BPEMEHHBIX 3aTpaT, CBA3AHHYIO C MCIOJIb30BAHMEM IPUBBIYHBIX T'aJKeTOB U MHTEepHETa, HO U Jal0T JI0KHOE
YyBCTBO 0€30MACHOCTH U 3aCTPAaXOBAaHHOCTH OT 3aJ€PKaHUs MPABOOXPAHUTEIBHBIMU OpPraHaMu U MPUBJICYCHUS
K YTOJIOBHOW OTBETCTBEHHOCTH.

CootBeTcTBEHHO M TpodUIAKTHKA JOJDKHA OBITh Ha BCEX YPOBHSAX HE TOJNBKO B Buae Oecen o
HEJIONMYCTUMOCTHU MPOTHUBONPABHOTO MOBEACHUS, )KECTKOCTH HAKa3aHUS UM Bpee YNOTpeOIeHHsI HApKOT MKOB.
Heobxoaumo oOpamarte BHUMaHHE Ha psJl Bpoje Obl 0e300MIHBIX NMPU3HAKOB, KOTOPBIE CBUIETEIBCTBYIOT O
BO3MOKHOM MPUOIMKEHUU O€JIbI.

Tak, mepBble TMPEMIOKECHHS O TPYAOYCTPOWCTBE MPHUXOIAT B OCHOBHOM B COIHMANBHBIX CETAX, Kak
npaBuno, 23T0 «BKonrtakte», «OIHOKIACCHUKU» JIMOO TIyTeéM BEEPHOM pAaCCBHUIKM COOOIIEHUU O
BBICOKOOIJITAYMBAaeMON paboTe B MECCEHKepax.

[Tocne monydyeHus coryiacus JajnbHeiiee oOLeHHEe MPOXOJUT B OJHOM U3 MECCEHJIKEPOB, Yallle BCEro B
Telegram. 3n1ech xe MPOMCXOAMT OOyYeHHME MeTOJaM KOHCHHUpPALMM M OCHOBHBIM IpuemaM paboThl. Takike
CYLIECTBYeT CHCTeMa, paboTaromias IO NPUHIUNY (QUHAHCOBOW MNHMpaMuIbl, KOrja 3a KaXJAO0ro BHOBb
MpPUBEJEHHOTO paOOTHWKA HaIIeAIIeMYy IoJjlaraeTcsl ACHEeKHas mpeMus. B gaHHOM ciiydae BepOOBIIMKAMHU
BBICTYIAIOT YK€ CaMU JETH U MOAPOCTKH.

Takum oOpa3oMm, U3HAYaJIBbHO HEOOXOIMMO TPUHUMATH MEpPhl K OTCIEKHBAHUIO aKTUBHOCTH
HECOBEPIIEHHOIETHUX B ceTH. C KeM OHHU MEepPEenuChIBAIOTCS, YTO HUIIYT C IMOMOIIbIO MOMCKOBBIX CUCTEM. DTO
MOXXHO JIeNaTh, KaK MyTeM HEMOCPEJCTBEHHOIO AOocTyna K TeiaeOHHOMY ammapary ¢ Beloma peOeHka, Tak
YCTaHOBJIEHHEM OJIHOM U3 MpOrpamMM POJUTEIHCKOTO KOHTPOJIA, O0JbIIOE KOJUYECTBO KOTOPHIX COBEPLICHHO
OecriaTHO ¥ HaXOJUTCS B CBOOOJHOM JOCTYIIE /Il CKAYUBAHMUS.

Jleno B TOM, 4TO OOJBIIMHCTBO MCIOJIB3YEMOI'0 HAapKOCOBITYMKAMH IPOTPAMMHOrO OOecriedeHus UMeeT
cnenupuyeckne GyHKINA U HE UCIIONIB3YETCS PSAJOBBIMH 3aKOHOIIOCTYITHBIMH TTOJTh30BATEIISIMHU.

Tak, HapKOCOBITYMKM aKTUBHO HCIOJB3YIOT HAOOPBHI Pa3NUYHBIX KPUNTOTPAUUECKUX MECCEHIKEPOB
(VIPole, Telegram, Xabber, Wickr, WeChat, Signal), VPN-cepBucsl (BHpTyaJlbHbIE YacCTHBIC CETH),
aHOHMMHBIE Opay3ephl, BBIJEJICHHBIE CepBepa, Takxke pecypchl ((PpoToxocTuHTH, (GalIo0OMEHHHMKH) MAJs
xpaHeHus gororpaduii ¢ U300paXKEHUAMHU PACIIONO0KEHHUS HAPKOTHUKOB.

B mensx coxpaHeHWsS aHOHMMHOCTH M CKPBITOCTH TPOTHBONPABHOW AESATENHHOCTH CTaJ MPHOOpETaTh
MOMYJSPHOCTh aHOHUMHBIN Opay3zep TOR, «i1ykoBbeIli poyTep», padoTaronmii B TeHEBOM cermeHTe MHTepHeTa
(DarkNet) 1 mo3BongOmUNA MOJB30BATENIM HE OBITh 3aMEUEHHBIMH M YSI3BUMBIMH. JTO CHCTEMa IPOKCH -
CEpBEPOB, MO3BOJAIONIAS yCTAHABIMBATh aHOHMMHOE ceTeBoe coenuHeHue. CyTb paboThl JaHHOTO Opaysepa
3aKJII0YaeTCsl B TOM, YTO OH IO3BOJIIET TpaXkJaHaM IOCEUIaTh CANThI, 3a0JIOKMPOBAHHBIE HA TEPPUTOPUHU
CTpaHbl MPOXKUBaHUS, MyTeM 3aMeHbl [P-anpeca, ocTaBasich npu 3TOM He3aMEUEHHBIMU.

DarkNet — 3T0 caMblii 3aKpBITBIH OTIE]T MHPOBOW MAyTHHBI (CBO€OOpas3Has, riayOWHHAs, HE BHUIMMAs
00BIYHOMY TJ1a3y YacTh aiicOepra, mpuyeM Kak U B ciiydae ¢ aiicOeprom, ropas3ao OoJjiee MacCHMBHas), Kyaa He



3aX0JAT J1a’ke MOUCKOBbIE poOOTHl. OOBIYHBIA HHTEPHET-TI0Ib30BaTENb TOXKE BPSI JIM MOMAAET CI0/Ia CIy4anHO.
XoTs TOT, KOMY 3TO MO-HACTOSIIEMY HYXHO, Tonajet 6e3 ocoboro Tpyna. UeM Oosbliie pa3BUBACTC ST HHTEPHET-
neH3ypa, Tem 6osiee DarkNet ctaHOBUTCS BOCTpeOOBAaHHBIM U TeM 0oJiee yA0OHBIMH CTAHOBSITCS MHCTPYMEHTHI
st paboTel ¢ HUM. W ecnu Bo BceM ocranbHOM MHTEpHETE BIAAENbI[bI CAUTOB MBITAIOTCS MOBBICUTH PEUTHHT
caiiTa U yBEJIUYUTH €r0 MOCEHIaeMOCTh, TO BOT B TEMHOM CETMEHTE CTapaloTCs CAENIaTh CalT KaKk MOXHO MEHEE
3aMETHBIM I PSAJOBBIX CTOPOHHHMX MoOJjib3oBareneil. [[is sToro ucmonb3yercss mudpoBaHUe, CHELHAIbHOE
porpaMMHOe obOecreyeHue, a TaKKe HEeCTaHJapTHhle JOMEHHbIE MMEHA M MPOTOKOJblL. [[js TOro 4YToOBI
normacte B DarkNet, HeoOxommmo wucmoian3oBath Opay3zep TOR. D10 cBoeoOpa3HBI TEHEBOW aHaIOT
HCIIO0JIb3YEMbIX BCEMHU CTaHJApPTHBIX Opay3epoB ONMEpalMOHHON CUCTEMbI U MOMCKOBHUKOB. KiltoueBoil MOMEHT
371€Ch COCTOMT B TOM, YTO IpPU €ro HUCIOJb30BAHUU PE3KO TEPSETCS CKOPOCTh MHTEPHET-COCAUHEHUS, ITO
00yCJIOBIIEHO €Tr0 TEXHMYECKHMMH OCOOCHHOCTAMM (PYHKIMOHHpOBaHUA. [103TOMy B OOBIYHOW MOBCETHEBHOMN
NeATeIbHOCTH OH M HE HCIOJIb3YeTCs, a MPUMEHsSeTcs ToJbKO Juis Bhixoda B DarkNet u coOmromeHuss mep
KoHcnupanuu. HaxoxaeHue mogo0HOM MporpaMMbl Ha KOMIIBIOTEpE UK TeledoHe pedeHka — MPsSMON CUTHA
0 TOM, YTO OH Yy>K€ BTSIHYT BO YTO-TO MPOTHUBO3AKOHHOE UM 3TO BOT-BOT CIYUHUTCSI.

Hrax, Texnonorus TOR 1mo3BoasgeT 3aX0AUTh Ha CAalThI M CKAYHMBAThH YTO-TO M3 CETH, HE OCTABIISAS IOCIIC
ce0st HIKaKUX CIIe0B.

DTO XK€ OTHOCHUTCS K MCIOJB30BAHMIO JJIsi MOJKJIIOYEHUS K Pa3IUYHBIM HHTEPHET-PECcypcaM IMPOKCHU-
cepBepoB (KOMIUIEKC MPOrpamMM) B KOMIIBIOTEPHBIX CETSIX, MO3BOJSIOMIMM KIMEHTAM BBHIMOJHATH KOCBEHHbIE
3ampochl K ApYruM ceteBbiM ciayxkOam, 1 VPN (anrn. VirtualPrivateNetwork — BupTyanbHas yacTHasi ceThb) —
00001IEHHOE HAa3BaHHWE TEXHOJOTHM, MO3BOJSIOMIUX 00ECHEYUTh OJHO WUIIM HECKOJBKO CETEBBIX COCIUHEHUM
(moruyveckyro ceTh) moBepx Apyroil cetu (Hamnpumep, UutepHer). JJanHbie TPUIOKEHUS TTO3BOISIOT 00XOIUTH
3ampeThl Ha TMOCeIIeHue onpeaeiaeHHbIX cailtoB. MBI mocTtosHHO BeaeTcs paboTa MO OTCICKUBAHUIO CalTOB
MPOHAPKOTHUYECKON HAIMpPaBJICHHOCTH W OJIOKMPOBKE JOCTyNa K HUM Cc Tepputopun Pecnyonuku bemapyce. A
npu nomomu VPN unu npokcu nanHasi OJ0KUPOBKA YJa4HO 0OXOAUTCS.

B 00bI4HOIf XM3HU BBINIEYKAa3aHHbIC MPUIIOKEHUS (32 HUCKIIOUYeHHEM MecceHkepoB Viber u Telegram),
Kak MpaBujo, TpaKJaHaMH He UCTIONb3yIOTCA. OHU TOCTATOYHO crenuduieckue 1 OCHOBHAS UX I[E€Jb — CKPBITh
CBOE€ HCTUHHOE MECTOHAXOXKJIEHUE B CETH.

Ecomu y pebGenka Bapyr B TelleOoHE MOSBHINCH TPHIIOKEHUS, MO3BoJsmomue omnpeaensate GPS-
KOOpAMHAThl W HakKJaAbiBaTh WX Ha (ororpaduu (Hanmpumep, NoteCam WM €ro aHajaoru), CTOUT YACIUTh
3TOMY TMpUCTAIbHOE BHHMaHUe, T.K. JaHHOE mporpamMmmHoe oOecrneduenne Ha 90% wucmonb3yeTcs
UCKITIOYUTEIBHO COBITYMKAMHU HAPKOTHKOB. HUKTO B OOBIYHOW XM3HU He OyneT HaKIaJblBaTh KOOPJIUHATHI C
yKa3aHHEM IIHUPOTHI, JOJITOTHI, BEICOTHI HaJl YPOBHEM MOPS U MOTPEUIHOCTH Ha GoTorpaduio MOHPaBUBIIETOCS
nei3axa uin )KMBOMMCHOTO JAepeBa.

UcnonszoBanue mporpamm st nocemieHus DarkNet, Habopa MecCeHKepOB, OCOOCHHO COJIep KaIInX
YaThl B 3aKPBITHIX TPYMIax, NpUIoKeHui mis onpeneneHus GPS-koopauHat, crieliuaibHOTO 00€CTIeUeHUs IS
CKpBITUSI UCTUHHBIX [P-aipecoB coBepIIeHHO HE HYXKHO JJIs1 OOBIYHOTO OOIIEHHS U dKCILTyaTallud CMapT(OHOB
WU TEePCOHANbHBIX KOMIBIOTEpOB. X TOsSBIEHHE CBHUJAETENLCTBYET O BOBJICUYEHHMH peOeHKa B
MIPOTUBONPABHYIO J€SITEIbHOCTD.

CallT HapKOTOProBIEB BHIMISAUT KaK KJIACCUYECKUH (POpYyM: MHOT'O BETOK, COJIEpKALIUX Pa3HOOOpa3HbIN
KOHTEHT, C BO3MOXHOCTHhIO KOMMEHTAPHUEB 1 BHIBOJIA YAAUHBIX BHICKAa3bIBAHUH B OT/ICIHHYIO BETKY.

B macrosmee BpeMs HCIOIb30BaHUE AJIEKTPOHHBIX KOIIEIHKOB MPH OpPTaHU3AIUM COBITA HAPKOTUKOB
CTAaHOBUTCSI MEHEE aKTyalbHBIM B CBSI3M C TeM, 4TO (DMHAHCOBas COCTaBISIONIas HapkoOHW3Heca
MepeoOpPUEHTUPOBATIACH HA KPUIITOBATIOTY, KOTOpasi HE UMeeT (PU3UUYECKOTO BBIPAKEHHUS, €€ IMUCCUIO HUKTO HE
peryinupyeT u He KOHTpoJiupyeT. KpunroBantoTa BbIIIYCKAaEeTCsl HEMOCPEICTBEHHO B ceTH MIHTEpHET U HUKAK HE
CBsi3aHA HU C OOBIYHOW BaJIOTOW, HU C JIOOOW TOCYIapCTBEHHOW BaNIOTHOW cucTeMol. Bce omepanmm ¢
KPUIITOBATIOTON (pakTuuecku oOe3nuyeHbl. Ho, 00pa3HO roBops, ClagocTel 3a KPUNITOBAIIOTY HE KYIHUIIb, €€
HaJl0 MEHSTb, @ ITO TOXKE JeNaeTcsi B BUPTyaJbHOM IpocTpaHcTBe. OTCloa BO3HUKAET HEOOXOIUMMOCTH B
0aHKOBCKHX KapTax.

OTaenpHBIMU MarasuHaMu 10 MPOJakKe HAPKOTUKOB /IS BHITLIATHI 3apabO0THOM IJIATHl B HACTOSIIEE BpeMs
HCIIONB3YIOTCS OOBIUHBIE OAHKOBCKHE TUIATEKHBIE KAPThI, B TOM YHCIIe OPOPMIICHHBIE Ha UMS yUaIIUXCS, KAPTHI
OAO «ACBH benapycbank». OmHako HapKOAWJIEpaMHU MOTYT BBIJABaThCS H KapThl, OQOPMIICHHBIE Ha
MOJACTABHBIX JIUI, B TOM YHCJI€ U MHOCTPAHHBIX OAHKOB (KaK MPaBHJIO POCCUUCKHUX). YUUTHIBAs H3JI0KEHHOE,
HeoOX0oauMO oOpaliaTh BHHMaHHWE Ha TOMBITKH PETUCTpaliu peOeHKa Ha KPUNTOOOMEHHBIX IUIOIIAJKAX,
HCIIONb30BAHUU JICKTPOHHBIX JICHET, HEU3BECTHBIX CUM-KapT, 0AaHKOBCKUX TJIATEXKHBIX KapT U T.].



